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Once you complete developing a web application, you need to secure it. This is when the aspect of
security comes into picture. There will be some portions of your application which need to be secured
from users. Securing an application may need extra hardware to build complex multi-layer systems
with firewalls, and also some highly secure features. Security enables you to provide access to a
specified user after the user is authenticated and authorized to access the resources in your web
application. The Access Control List is used in the authorization process.

The basic concepts of security are Authentication, Authorization, Impersonation and Data or functional
security. Authentication is the process that enables to identify a user, so that only that user is provided
access to the resources. Authorization is the process that enables to determine whether a particular
user can be given access to the resources that the user requests. Impersonation is the process that
provides access to resources requested by a user under a different identity. Data or functional security
is the process of securing a system physically, updating the operating system and using robust
software.

Some elements of an operating system, the Internet Information Server (11S), and the .NET Framework
work in coordination to provide the features required to execute the security concepts mentioned
above. For example, Windows 2000 uses its own list of user accounts for identifying and authenticating
users. IIS identifies the users based on the information provided by Windows, when the users access a
web site. IIS after identification of the users, passes this information to ASP.NET. Then the user
information is checked for authorization.

To restrict access to the users for certain resources of an application, a process of identifying the users
becomes a necessity. Authentication enables to restrict a user to access the resources by certain
ways. It could be a combination of a username and password, a digital certificate, a smart card or a
fingerprint reader. The validity of the information provided by the user helps identify the user, so that
the user is provided access to the requested resources. The process of successful identification of the
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user implies that the user is authenticated.

After identification of the user is over, the next step is to determine whether the authenticated user has
access to the resources. The process of determining the access to the resources for a particular user
is known as Authorization. In Windows based systems, resources have an Access Control List, which
provides a list of users who have access to that resource. The list also specifies the kind of access
such as read, write, modify, and delete the resource, for each user. For example, if a user requests an
ASP page, the operating system checks whether the user has Read access to the page and if the user
has read permission, then the operating system allows the 1IS to fetch the page. The IIS has
authorization settings which enable the 1IS to control the access of resources by users. File Access
Control Lists are set for a given file or directory using the Security tab in the Explorer property page.

To access online version of the above article, go to http://www.dotnet—guide.com/accesscontrol.html

Visit http://www.dotnet—guide.com for a complete introduction to .NET framework. Learn about
ASP.NET, VB.NET, C# and other related technologies.
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As .Net Framework is language independent and support over 20 different programming languages,
many programmers will write data types in their own programming language.

For example, an integer variable in C# is written as int, whereas in Visual Basic it is written as integer.
Therefore in .Net Framework you have single class called System.Int32 to interpret these variables.
Similarly, for the ArrayList data type .Net Framework has a common type called
System.Collections.ArrayList. In .Net Framework, System.Object is the common base type from where
all the other types are derived.

This system is called Common Type System. The types in .NET Framework are the base on which
.NET applications, components, and controls are built. Common Type System in .Net Framework
defines how data types are going to be declared and managed in runtime. The Common Type System
performs the following functions:

- Automatically adapts itself in a framework that enables integration of multiple languages, type safety,
and high performance code execution.

- Provides an object-oriented model.

- Standardizes the conventions that all the languages must follow.

- Invokes security checks.
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- Encapsulates data structures.

There are two general types of categories in .Net Framework that Common Type System support.
They are value types and reference types. Value types contain data and are user—defined or built=in.
they are placed in a stack or in order in a structure. Reference types store a reference of the value's
memory address. They are allocated in a heap structure. You can determine the type of a reference by
the values of self-describing types. Reference types can be categorized into self-describing types,
pointer types, or interface types.

There are many other types that can be defined under Value types and Reference types. In .Net
Framework, the System namespace is the root for all the data types. This namespace consists of
classes such as Object, Byte, String, and Int32 that represents base data types. These base data
types are used by all applications. During runtime a type name can be classified into two: the assembly
name and the type's name within the assembly. The runtime in .Net Framework uses assemblies to
find and load types.

To access online version of the above article, go to http://www.dotnet—guide.com/commontype.html

Visit http://www.dotnet—guide.com for a complete introduction to .NET framework. Learn about

ASP.NET, VB.NET, C# and other related technologies.
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