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Document Security - Not Just Paper Shredding

By D. David Dugan

What is document security? Why is document security important to me? What are the best methods

my company can use to enhance document security? Is it expensive to do? These are some of the
questions you may have about document security.

In this article, I will explain more about document security and why it is important that your business
implement some sort of policy or plan to improve the way your employees and you handle documents.

Almost every business has documents that they have to process on a daily basis. Contracts, Invoices,
Receipts, Purchase Orders, In−house Memos, and documents related to sensitive information are
some of the examples of documents you may use.

Document security includes how those documents are stored, backed up, processed, delivered, and
disposed of. First we will talk about storage and backup of your documents. This involves a lot more
than just which type of filing cabinet you want to buy.

Even in this electronic age, paper documents are a necessity. The storage of these documents safely
and securely is often ignored. For sensitive documents, you do need locked file cabinets. You need to
be aware of who in your company will have keys to those file cabinets and they need to be stored in a
secure location. Fireproof filing cabinets are also a good idea.

This might seem to be inconvenient, expensive, and time−consuming, but the loss of your documents is
going to cost you a lot more time and money than having security in place for them.

Transferring all of your documents into electronic format is essential to document security. Either
through data entry or through scanning of documents you can back them up in electronic format to help
ensure their safety and recovery if you lose all the paper.

Many of your documents today are already in electronic format. Those and the electronic backups of
the paper documents you make also need to be backed up besides just on your computer. There are
electronic data storage services you can use online that will give you storage space on secure servers.
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Some of these can be relatively inexpensive, others charge too much. I suggest you research several
of them to find the solution that is right for you. You can burn those documents to CD, but then must
find a secure way, off of your business premises to store those CDs.

You can store the data on other computers you have at home or elsewhere, but need to keep in mind
who might be able to access them. The companies that provide secure storage for electronic
documents and data are usually a much more secure method.

You need to implement a specific security policy in regards to every type of document your company
uses. Your employees need to follow these specific document security guidelines at all times.

Document and data delivery is also an important consideration. Do you use encrypted email when
sending and receiving documents? Do you require a receipt from the receiver of your emails to show
they have gotten the data you sent them? These are easy to implement. PGP for email is one of the
best methods. Do a search for PGP and you will find more information about it.

When you mail sensitive documents, do you use registered mail? Do you insure it? These are
important pieces to your document security policy. Your employees should know which specific types
of outgoing mail are to receive special attention.

Who opens the mail your company receives? Is it ever left out in the open where just anyone can pick
it up? Your employees should be aware that document security extends to incoming mail as well.
There needs to be specific instructions as to what happens to all incoming mail.

Now we can move on to document disposal. Do you have an office shredder? You may want to have
one in each employee's work area who might be handling or creating sensitive company documents.
Have a policy of shredding the documents they throw away. Better to be safe than sorry. Thieves and
others will go through your trash to find any information they can use to their advantage.

If you have a lot of sensitive documents or wish to be more careful, there are services that come to
your office to shred and destroy documents then remove them to be incinerated. These companies
guarantee the safe disposal of your documents.

I hope this article has helped answer any questions you may have had about document security. I
further hope that it has made you aware of the need for you to have a document security policy at your
business.

D. David Dugan helps maintain a Spyware Security site at

http://spyware.dugancom.com

and

recommends using All Star Shredding
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http://www.allstarshredding.com

for you paper shredding,

document destruction and on site document security needs.

Document Shredding And Document Security: Protecting Your Vital Information

By Mahesh Natarajan

Document security and document shredding have never been more important before and are bound to
impact our lives in a way that we just can't imagine. If you see a proliferation of caro document
shredding or Davison document shredding, or even curtis document shredding, you are witnessing the
new wave of privacy protection.

Document shredding, document security and what they mean to us is symptomatic of the world we
occupy. The times that we live in today are new, wonderful and enchanting times where technology
and a more evolved intellect ensure that the outmoded lifestyles of the past are but just a legacy
remaining in the inner recesses of some of our minds. Information today is absolute power and the
keeper of this Holy Grail remains strongeth for ever. That's precisely why document shredding and
document security have not only just rose in prominence but have advanced to a sophistication level
that makes caro document shredding or Davison document shredding or even curtis document
shredding look like the run−of−the−mill shredding technique.

The reason why document shredding is important is because your identity is not just yours. Not unless
you protect it. A glance of your newspaper over the past few months and you would stumble upon
innumerable cases of identity thefts, of loss of property and money, and in some cases a loss of life as
well. And the victims became the victims not because they were ignorant of caro document shredding
or Davison document shredding but because they did not fully appreciate the need to protect sensitive
information either about themselves or their business entity. Information in the wrong hands is like a
ticking time bomb waiting to go off. At that point in time it stops becoming a question of `if it will happen'
and starts becoming a question of `when it will happen'.

Your personal documents therefore are more important to others than they are to you, just a little bit of
malicious intent and you could be facing a financial loss or legal suit slapped against you because
some one did something they were not supposed to in your name. Document security therefore
becomes important and ipso facto so does document shredding. And with it, the growing practices of
curtis document shredding, caro document shredding and Davison document shredding among others.
Of course, you don't have to own a paper shredder to do document shredding. There are several
shredding agencies who for a very nominal fee, come in a truck with a high power paper shredder
installed in the truck right up to your doorstep, and shred your documents in no time right in front of
you. What more could you possible want?

Thus it makes tremendous business sense to take good care of your personal documents, your
sensitive information and any similar information of your business as well. Tearing up sheets of paper
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is a small price to pay for insuring yourself against any fraudulent activities that could be committed in
your name. Feel free to explore more of justpapershredders.com to get an insider view on the world of
document shredding and paper shredders.

Visit our articles section at

http://www.JustPaperShredders.com

for more such practical advice, tips

and information on Paper Shredders. © 2005, Mahesh Natarajan. You may publish this article at no
cost, as long as the links are left intact, made live, and this notice stays in place.
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