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How to secure your small business with a PIX firewall

By Ron Jones

How to secure your small business with a PIX firewall by Ron Jones

One of the more popular firewall products for the small business market is the Cisco PIX 501. Out of
the box it requires just a few configuration entries and you are up and running.

In this guide, we will walk through the steps for configuring your brand new pix at the network edge.

This guide is written for the user who has no knowledge of the PIX firewall. As such, it is not a treatise
on network security, but a quick, by−the numbers guide to configuring a PIX firewall with as little jargon
as possible.

We are assuming that you have an internet connection with at least one static IP address. While the
PIX can easily handle a dynamic IP address (that is the default configuration), you won't be able to
easily configure remote access, VPNs, Mail, or web servers without a static IP address.

Your PIX should have come with an AC adapter, a yellow CAT 5 cable, an orange CAT5 cable and a
flat, (typically) baby blue cable with a 9−pin serial connector on one end and an RJ−45 plug on the
other.

The yellow CAT5 cable is a standard Ethernet cable and is used to connect your pc or server to the
4−port Ethernet switch built into the PIX.

The Orange CAT5 cable is a cross−over cable and may be required to connect the outside interface of
the PIX to your ISP's router (if your PC's or workstations are plugged into a Cisco switch inside the
network, you will also require a cross−over cable for connecting to one of the switch ports on the PIX).

What we are going to use for our configuration is the baby blue rollover cable. Insert the serial jack into
one of the serial ports on the back of the PC or laptop you will be using to configure the PIX. Then,
insert the RJ−45 plug into the port on the back of the PIX labeled "console."
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Windows has a built in application that is used for (among other things) configuring serial devices.
Using the start menu, go to Start > Programs > Accessories > Communications > Hyper Terminal.

Choose the Hyper Terminal application. You may get a dialog box asking if you'd like to make Hyper
Terminal your default telnet application. Unless you have a preference, go ahead and choose yes.

Then you will be asked for the area code from which you are dialing, although it isn't applicable here,
the program still wants to know, so fill it in and click `next' or `ok.'

You can call the connection anything you'd like; in this example we'll use PIX. Click `ok' to move on.

Next, we'll be asked to enter the details for the phone number we'd like to dial. Since we aren't dialing
a phone number, use the drop−down selector at the bottom of the box to choose COM1 or COM2

(whichever is applicable). If you have no idea which one is which, you may need to try it both ways.

Now, you will be expected to tell the application some specifics about the port settings so that it can
effectively communicate with the PIX.

Luckily, it isn't too complex, just remember 9600, 8, none, and 1. Enter these settings into the drop
down selectors of the box on your screen.

Now we are ready to set up the PIX. Insert the power cable and you will be greeted with the startup
monologue (it's not a dialog in this case, it's just informing you of what is occurring).

Then, you will be greeted with a screen that asks if you'd like to program the PIX using interactive
prompts. For the purpose of this exercise, type no and click `enter'.

You will now get a prompt that looks like this:
pixfirewall>
Type the word `enable' (no quotes), when prompted for the password, just click `enter' as the default is
no password.

The prompt has changed to a hash mark:
Pixfirewall#
Type the phrase `configure terminal' (no quotes); you are telling the PIX that you want to enter the
global configuration mode and you will be doing your configuration via the terminal window.

Your prompt will now look like this:
pixfirewall(config)#

The first thing we want to do is give your pix a host name. The PIX command syntax is:
Variable name

Thus, to set the hostname we will enter:
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pixfirewall(config)# hostname mypix

Now, the domain name; it's alright if you don't have a domain set up on your network, you can call it
whatever you like. However, give some thought to whether a domain might be a possibility at some
point and plan your naming scheme appropriately.
pixfirewall(config)# domain−name mydomain.com

As you can see from the configuration above, the ethernet0 interface is the outside interface, with a
security setting of 0, while ethernet1 is the inside interface with a security setting of 100. Additionally,
you can see that the interfaces are shutdown. All we need do to bring them up is enter the speed at
which they should operate. As they are Ethernet interfaces, any software version after 6.3(3) will take
100full, prior to that, use 10full.

pixfirewall(config)# interface ethernet0 100full
pixfirewall(config)# lnterface ethernet1 100full

Now to assign an address to the inside and outside interfaces; the ip address command sets the ip
address of an interface. The syntax is as follows:

Ip address

An example might be as follows:
Ip address outside
pixfirewall(config)# ip address outside 12.25.241.2 255.255.255.252 (this IP address, netmask
combination should not be used, it is shown here for example only. Use the IP address/mask given to
you by your ISP).

Then the inside IP address
ip address inside
pixfirewall(config)# Ip address inside 192.168.0.1 255.255.255.0

A brief word about IP addressing is in order here.

One way that is used to conserve public IP addresses is through the use of non−routable IP addressing
blocks specified in RFC 1597. You may sometimes hear them referred to as "private" IP addresses,
which is fine, but not quite technically accurate. There are three different blocks to choose from:
10.0.0.0 - 10.255.255.255 with a netmask of 255.0.0.0
172.16.0.0 - 172.31.255.255 with a netmask of 255.255.0.0
192.168.0.0 - 192.168.255.255 with a netmask of 255.255.255.0

as long as your internal network's IP addresses are all within one of those blocks of address space,
you will not need to introduce the complexity of routing within your LAN. An example scheme for those
who are not familiar is shown below:
PIX - 192.168.0.1 netmask 255.255.255.0
File/DHCP server - 192.168.0.2 netmask 255.255.255.0
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Workstations - 192.168.0.10 - 192.168.0.254 netmask (each) 255.255.255.0
* I intentionally skipped over the 192.168.0.3−9 addresses to plan for future expansion and the possible
need for additional servers, you don't have to do this.
* Configure your DHCP server to hand out addresses in the specified block using your ISP−provided
DNS servers for name resolution. Make sure to change this should you ever decide to install a name
server within your own network.
* If you don't want to set up a DHCP server, just configure each PC with the IP address, default
gateway, netmask & DNS servers

It is very important now to add a default route to the PIX configuration. Another term for default route is
the "default gateway." You need to tell the PIX that if it receives traffic destined for a network that isn't
directly connected, it should send it to the connected ISP router. Your ISP should have given you the
IP address of your default gateway when you received your setup information.

Here is the syntax:
Route
The English translation is "if packets destined for interface on the network specified by network
address are bounded by mask then route it via a next hop at the optional command is used to give
an indication of distance.

For example
pixfirewall(config)# Route outside 0 0 1
(if packets are destined outside the network to any ip address with any netmask, send them through

the ISPs default gateway, which is one hop away, meaning it is the device to which the PIX is
connected on the outside interface).

To password protect your PIX in order to prevent unauthorized access, use something that is secure
and hard to guess. Try to stay away from the names of spouses, children, pets, birthdays or other
easily guessed variable. Whenever possible, use a combination of letters and numbers. The syntax is
as follows (but please don't use cisco as your actual password)
pixfirewall(config)# Passwd cisco (note the abbreviated spelling of the word password) this will set a
password for basic access (rembember the pixfirewall> prompt?)
pixfirewall(config)# Enable password cisco this will set the password for administrative access

Now that your PIX has been given a basic configuration, you should be able to access the internet,
while preventing unauthorized access to your resources.

Ron Jones is the Founder and President of The Fulcrum Technology Group, Inc. Located just North of
Atlanta, this consulting firm specializes in business technology solutions that will enable you to
maintain a competitive advantage by increasing productivity, improving reliability and reducing
expenses.
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is to Setup Firewall Protection

By Steven Presar

"If You Had Problems in the Past with a Computer Virus,
Then You'll Want to Know How Easy it is to Setup Firewall
Protection"

By Steven Presar

You know the basics of computer virus protection −− don't
open email attachments' from senders that you do not know.
If you follow this simple rule, your computer will be safer
than most.

But a few weeks ago, a computer worm called "sasser", caused
havoc with Microsoft Windows computers throughout the world.

This sasser worm spread in a completely different way, not
bothering with email (the way most viruses spread) but
instead exploited a security hole in Microsoft Windows.

This security hole allowed any computer connected to the
internet to be infected. The worm spread and infected
computers almost invisibly, thus many people were caught by
surprise when their computer problems began.

A computer virus is a set of computer program instructions
that attaches itself to programs in other computers. Viruses
are often parts of documents that are transmitted as
attachments to e−mail messages. A worm is similar to a virus
but is a self−contained program that transports itself from
one computer to another through networks.

The most obvious symptom of sasser worm was that the
infected computer would automatically shut down - thus
making troubleshooting this worm a challenge to those
infected.

A Plan of Action for Small Business

One of the ways to prevent your computer from becoming
infected by a virus or worm like sasser would be by

installing a "firewall" on your computer system.
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Any computer connected to the Internet, is vulnerable to
electronic worm or virus attacks. You are protecting your
computer system by setting a firewall between your computer
or networked computers (LAN) and the Internet.

A firewall examines, filters, and reports on the
appropriateness of all information that passes through your
computer network. A firewall may ensure that information
received from an outside source is as expected and does not
contain computer a virus or worm.

This protective barrier between your computer and the
Internet will monitor incoming and outgoing internet traffic
and warned you of virus or worm before your computers became
infected.

Microsoft Windows XP includes a firewall, but it may not be
enabled on your machine because Microsoft turns it off by
default.

If you have Microsoft Windows XP and would like to activate
your software firewall, follow these steps:

~ Within Microsoft Windows XP
~ Click on the Start button and then choose Control Panel
~ Click the Network and Internet Connections category (If
you do not see the Network and Internet Connections
category, click Switch to Category View under Control Panel
on the left side of the Control Panel window.)
~ Choose Network Connections.
~ Right−click the Dial−up, LAN or High−Speed Internet
connection(s) that you use to connect to the Internet
~ Click Properties from the menu
~ On the Advanced tab, under Internet Connection Firewall,
select "Protect my computer and network"
~ Then click OK.

You have now enabled your Windows XP firewall.

With your firewall now working, you will see a warning pop
up on screen if a virus or worm is trying to infect your
computer. You will be able to block them by denying them
access.

You'll find your access to the internet a little more
complicated now. The first time you run any internet related
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program after activating the Microsoft firewall, it will

alert you again and ask you if it is OK for your Internet
Browser to connect to the Internet.

There are some computer security experts have criticized the
shortcomings of the Microsoft's Windows XP firewall. Thus,
there may be other software firewall packages that you may
want to look at. Some of the other firewall software
packages that you may want to look at are: Norton
(www.symantec.com), McAfee (us.mcafee.com), and ZoneAlarm
(www.zonelabs.com) software firewall packages.

What to look for in a Software Firewall

When choosing a firewall, consider such factors as:

~ ease of use,
~ cost,
~ technical support
~ control of incoming content (such as cookies, pop−ups,
JavaScript, ActiveX, etc.), and
~ the ability to control the firewall for access to more
trusted individual websites

Most firewall software packages can do the basic port
blocking needed to protect against typical virus or worm
that try to probe your system (like sasser). Other software
firewalls do not have important features like, allowing you
to control which websites that you will accept active
content (like cookies and pop−ups).

A good firewall program will also alert you when a software
application on your computer is trying to connect to the
Internet. This may help you detect whether a virus has
infected your system or whether spyware (software that
arrive on your computer without your knowledge) is trying to
report your personal profile details.

High Speed Internet Connections Firewall

If you are using a broadband Internet connection, such as
cable or DSL, you should use a hardware−based firewall in
addition to software firewall. Most of the router/hub
combinations you can buy for your computer system offer a
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strong first line of defense against remote probes of your
computer. Plus, they are inexpensive, often costing less
than $20 after rebates.

Hardware based firewalls generally will not tell you when a
program on your own computer system seeks to access the

Internet. That is why, when you use a hardware firewall,
you need a software firewall installed as well.

Which Firewall is Best for Your Office?

Because of the number of incoming security threats to your
computer are so numerous and serious, the key point is that
you do have a software firewall, and if you are using a high
speed connection, a hardware firewall as well.

ZoneAlarm's firewall is a popular choice for personal use
because it can be download and use it for free. That
software firewall package may be a good starting point for
individuals new to firewall technology.

After you have your computer system secure, you might like
to check out some firewall options from, Nonags
(www.nonags.com) and PricelessWare (www.pricelessware.org).

It's becoming a better idea to have a firewall, at home and
business. It does require extra setup and is another layer
of software and hardware to navigate through to connect to
the Internet, but the piece of mind to keep your computer
system secure may be worth the effort.

Copyright Steven Presar

Steven Presar is a recognized small business technologycoach, Internet publisher, author, speaker,
and trainer. Heprovides personal, home, and computer security solutions
atwww.ProtectionConnect.com. He provides business softwarereviews at
www.OnlineSoftwareGuide.com. In addition, hepublishes articles for starting and running a small
businessat www.Agora−Business−Center.com. Be sure to sign−up forthe SOHO newsletter at this site.

If You Had Problems in the Past with a Computer Virus, Then You'll Want to Know How Easy it is to
Setup Firewall Protection
Burning Bridges is Bad, But Firewalls are Good
"8 Key Actions for Protecting Your Privacy Online"

How to secure your small business with a PIX firewall

8



How To Choose A Fire Wall Software Program
Protect Your Computer!

Easy PDF Publisher's Toolkit
Script Jungle − You'll Get 10 Great Scripts With Resell Rights!
IP Ad Websender − The Ultimate Promotion Tool
Character Counter Software
Paylocker Pro
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