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Secure E-Mail With Google GMail
By Bryce Whitty
This is something I've set up myself, recently, to send mail through Gmail without having the

unencrypted e—mail stored on their servers.To achieve this, you'll need a Google GMail account, PGP
or GnuPG, Mozilla Thunderbird, and the Enigmail extension.

First, set your Gmail account to allow POP3 access. This can be set in your mail settings within the
web interface. The Gmail system will tell you the settings you need to make in Thunderbird in order to
use this.

Next, get Thunderbird and the Enigmail extension, and install both, along with PGP or GnuPG. Then,
enter your account settings into Thunderbird, as per the Google page.

You'll need to create a PGP key associated with your e-mail address. In PGP, do this using the GUI
interface. With GnuPG, type gpg -gen—key and follow the instructions. You can set the key type, key
size (Go with at least 2048 bits. Many people use 4096) and the expiry date. Some people set their
keys never to expire, | like a key duration of 6 months, so that | end up recreating keys twice a year,
but at least if someone breaks or otherwise acquires my key during that time, they won't have long to
do it, nor to use it, before it gets changed again!

Finally, associate the keypair with your e-mail address, in the Enigmail settings within Thunderbird, and
ensure that e-mail defaults to signed and encrypted. Collect public keys from those people with whom
you wish to correspond privately, and add those to your PGP or GnuPG keyring. Enigmail will then
encrypt e—mail sent to those people, and decrypt e—-mail sent from them to you. Mail to a recipient
whose key you do not have will not be encrypted, unless GnuPG / PGP can find a key for them on the
public keyservers.

Secure e—mail prevents others reading private communications and the signing process authenticates
the e—mail message as being from you.
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computer repair website

called

Technibble.com

. A website that provides

technical how-to's for repairing your computer. Technibble also has many guides for getting into the
computer business

or managing your existing one. We also cover other side topics such as Security

and Software.
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Like most other prime search engines, the ability to freely giveaway an email account is a positive tool
that signals to the user community that this search engine is here to stay! Google is no different in this
approach. Recently, Google has been beta testing Gmail. Google's very own email services repository.
Best of all, it's free! Well, it's going to be free, its currently available only in Beta mode, if you are lucky
enough to have received an invitation to sign up for a complimentary account you currently enjoy the
benefits of ubiquitous Gmail.

Found at gmail.google.com, users were at a frenzied pace to secure the names and aliases that may
be snatched up once the floodgates were open. People are exclusively invited to partake in the beta
testing were selling their names and invitations for quite a handsome sum on eBay. Most users will
have to wait until Gmail goes live before actually trying it out. However with all the functionality at a
price like this, how could anyone refuse?

Unlike MSN and Yahoo! Google's approach to space was a little more liberal. Google provides 1000
MB of storage space so you would never have to worry about limited space requirements. All
messages are displayed intact as well as the replies. Messages can be searched upon as well.
Google's approach was to give as much flexibility to the user so the user in turn would use only
Google.

Much like the anti—-pop up ad theory of The Google Toolbar, there will be an anti-Spam product built
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into Gmail that will help thwart out unsolicited email.

Currently, new users can ask for a preview address from Google, although there is no guarantee they
will get one. Interested parties should go to http://gmail.google.com/gmail/help/about.html and fill in
their email addresses at the bottom of the page.

Jakob Jelling is the founder of http://www.sitetube.com. Visit his website for the latest on planning,
building, promoting and maintaining websites.
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