The Multiple Faces Of Keychain

This Free E-Book is brought to you by Natural-Aging.com.

100% Effective Natural Hormone Treatment
Menopause, Andropause And Other Hormone Imbalanceg
Impair Healthy Healing In People Over The Age Of 30!

The Multiple Faces Of Keychain
By Alan Ross
If keys open the doors to all things that are rich and beautiful in this world, then it is not the keys but

the key chains that are most powerful things of this world, for they bind the keys together. Traditional
key chains are known for their exquisite craftsmanship in gold and silver while their cousins of the
present era are the little marvels of technology.

The utilities of key chains limit them to indoors in large offices for obligatory reasons. Those carrying a
handful of keys can also be called as key bunches. The relevance of functional key chains has been a
bit reduced with the advent of modern, high security magnetic and electronic swipe cards, which are
used increasingly everywhere. These card keys are conveniently hung from the neck or kept in the
wallets as they double up as ID cards too.

Key chain uses

Gone are the days when these were the items of bunching keys together. Take a look at what
innovative uses are found out for key chains of late.

1. Status symbols: Silver and gold key chains made either plain or by artistically crafting are a matter of
status symbol in certain circles. People pride sporting them in parties and social events.

2. ID cards: Large corporations digitalize employee information on their ID cards, which serve as door
openers when swiped in the slots. These type of specialized card are normally for security purposes.
These key chains/ID cards are usually hung around the neck by the employees.

3. Flash and UV light: These type of key chains a re nickel-cadmium battery operated and have small
flashlight basically to locate the keyhole. UV light chains are used for detecting hidden marks made by
invisible ink. Examples are currency notes and secret messages passed between detectives.

4. Souvenirs and gifts: Key chains engraved or embossed to mark the occasion of some seminar or
college event are proudly distributed as souvenirs by the hosts. Or you can pick a typical one on your
holiday to Caribbean islands.
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5. Sundry chains: You can have Champagne opener screws, fruit knives, and nail cutters for key
chains.

Artistry

Although small in sizes key chains are strong enough to bowl you over by their sheer beauty, funny key
chains in acrylic or metals, key chains of comic and popular figures are pieces of artistry.

A little trival question: Do you know why hotel room key chains are abnormally big?

Alan Ross is a regular article contributor on many topics. Be sure to visit his other websites
http://www.keychain—foryou.info

and

http://www.vaccumcleaner—foryou.info

Is Your Mobile Device Secure?
By Darren Miller
Is Your Mobile Device Secure?

How Secure Is Your Mobile Device?

Do you own a keychain USB jump-drive, a PDA, or an all-in—one mobile communications device? If
you do, what type of information do you store on it? Many people would say there is nothing important
stored on their mobile device. Many of our customers initially state there is nothing on the computer
network that hackers would want or a virus could irreparably damage.

| want to start out this article with a couple real-life stories about why it is so important to make sure
your mobile devices are secure.

Panic Over Lost Jump-Drive

About a year ago, a business acquaintance contacted me in a panic. Apparently, he was onsite
performing an internal security audit for a rather large company, and had lost or misplaced his
keychain USB Jump-Drive. At first, | was not sure of why he was in such a panic. That is, until he told
me the drive contained approximately 300Mb of security information minded from a previous security
audit he performed. He was scared out of his wits that this information would fall into the wrong
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hands, not to mention the hands of his new client. What would his new client think if they found he
was walking around with this information on a device that anyone4 could gain access too. Would he
do the same thing with their information? Lucky, after retracing his steps in the building, he found on
the floor of the men's room. He apparently pulled out his keys and the jump—drive came off the
keychain. He no longer carries his jump—drive around with him.

Confidential Client Information Lost In Snow Storm

On another occasion, someone quite close to me, dropped his Toshiba PDA somewhere between his
car and food store. Not to big of a deal, except for the fact that there was about one foot of snow on
the ground. He spent the next three hours drudging through the snow looking for the PDA. Besides the
fact that it was not an inexpensive PDA, it contained his entire client list, personal online accounts

with user—id's and passwords, and several other categories of highly confidential information.

In both the cases above, neither of these people had given much thought to the loss of these devices.
Why should they? They were both experienced professionals in the information technology business
and very careful and conscious about keeping information secure. The problem is, their both human.
And humans make mistakes an erroneous judgment calls.

How To Secure Mobile Devices

Because there a so many types of mobile storage and communications devices, there are many ways
to secure them. So, | will stick to what | do to secure the above mentioned devices since | happen to
use both types.

| use 1GB USB 2.0 Jump Drive to store and transfer many types of information. Sometimes, this
includes confidential information. For instance, when | travel, | have a copy of my account database
on the device. However, the device file—system itself is heavily encrypted, and the database stored on
the encrypted file—system, is encrypted. If | happen to misplace this device, | am more than confident
(at least at this point time) that the data is protected and not easily accessible. Now, nothing
substitutes for not carrying around this type of information to begin with, but it is safer than carrying
around a printout of the excel spreadsheet you keep you passwords in.

As far mobile communications. | don't know what | would do without my mobile phone. It has replaced
my PDA, has unlimited internet access, a VPN client so | can retrieve my mail without having to use a
separate service (more $), a 1GB storage card, camera and so on. The primary thing that this device
stores that is confidential, is my contact list. There are other items | don't want just anyone to have
access too as well. Not to mention using my phone (more $). So, the storage card is encrypted, and
that is where my important data is kept. The device itself is password protected with and eight
character key that meets or exceeds standard complexity rules. And, the mail client itself requires
authentication in order to use it.
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Conclusion

If you use mobile devices on a regular basis, | suggest you sit down and think about exactly what you
store on them. It is sometimes easy to overlook these things or under estimate exactly how private or
confidential certain information is or should be. Make sure you take reasonable steps to keep the
information stored on mobile devices secure and private. It is definitely a balancing act between
security and easy of use.

And, what ever you do, don't leave your mobile device in the men's room.

Darren Miller is an Information Security Consultant with over sixteen years experience. He has written
many technology & security articles, some of which have been published in nationally circulated
magazines & periodicals. If you would like to contact Darren you can e—mail him at
Darren.Miller@ParalLogic.Net

. If you would like to know more about computer security please visit us

at

http://www.defendingthenet.com
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